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1. Document	Summary	
 
Date: 2 July 2018 
Reference: Example Blueprint Audit 
Presented to: Site Contact 
Presented by: James Jones 
Date Sent: 3 July 2018 
 
 
KEY CONTACTS: 
New Business Sales Manager James Hopkins 
Client Services Manager Paul Collins 
Sales Director Simon Hearn 
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2. Company	Summary	
 
Example is a Production company located in Soho, central London. The 
building has 3 floors of business space above an unrelated ground floor. 
Example have 7 permanent staff located on the 1st floor.  
 
A 2nd company, Example2 &Co Ltd, is located on the 2nd floor. This is an 
independent company although it relies on the IT infrastructure at Example. 
 
As well as the 17 permanent staff members, Example has a requirement to 
flexibly grow and shrink using contracting staff and IT equipment depending 
on the projects they are working on.  
 
Both companies face current challenges with IT. Within the building there 
appear to be significant problems with network connectivity. Users face drop 
off from internet services seemingly randomly before service resumes after a 
short time. This severely hampers both organisations who rely heavily on 
internet usage. 
 
Example are currently supplied Broadband, hosted mail and their internal IT is 
also supported by ISP.  
 

3. Server	Cabinet/Locations	
 
The server cabinet is approximately 42u in height (2.2m). It is situated in an air-
conditioned store cupboard, although on entry the AC was switched off.  
 
The cabinet houses a mix of current and historical equipment, for both IT and 
phone systems. This has made it a challenge to establish what equipment is 
currently important and what is not. 
 
It is highly recommended that a major clean-up and clear-out of the 
equipment is performed at the earliest opportunity to demise old equipment 
that is not in use and is not necessary to keep. 
 
The Server cabinet has an Uninterruptable Power Supply (UPS) feeding power 
to all devices. A user noted that this has started beeping regularly, suggesting 
it is in need of maintenance or replacement. 
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4. Broadband	Uplink	
 
2 BT phones lines supply ADSL services to Example. Numbers below: 
 

• 0207 000 XXXX feeds in to WAN2 port on a Draytek Vigor 2820 
Router/Firewall 

• 0207 000 XXXX feeds in to a Draytek Vigor 120 Modem, which in turn 
goes in to the Vigor 2820. 

 
A summary of the Router status can be found below:  
 
ISP Internet provides both Broadband lines. The Draytek 2820 Router uses built-
in functionality to provide failover/load balancing to the internal network. See 
below image. 
 

 
 
Speed tests show that download and upload speed are both less than 1mb/s 
in speed. The test was performed 10 times to establish a fair average. The 
highest peak of download was 6.4mb/s whilst the lowest speed was 0.3mb/s. 
See below pic of an average result. This was tested across both wired and 
wireless networks with similar results. 
 

 
 
This is significantly slower than both the advertised speed that the company 
are paying for (ISP Max Broadband) and the average broadband speed in 
this area (average 15mb/s). This would indicate a fault with the line/s or with 
the setup of the router. There is also a possibility of internal usage or fault from 
another source causing the slow down. 
 
It would be recommended that this be investigated to ascertain where and 
how the speed and reliability of the line can be improved, starting with the 
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setup of the router. Alternate ISP’s and connectivity equipment should be 
considered, as well as genuinely bonded lines controlled by the ISP. 
 
DHCP is supplied to the internal network by 192.168.40.1, the Vigor 2820 router. 
 
DNS is supplied by the DHCP server and is pointing to Open DNS’s servers 
(208.67.220.220 & 208.67.222.222).  
 

5. Internet	Security	
 
The Draytek 2820 router has a built-in firewall which manages inbound and 
outbound traffic. This is an effective barrier against external intrusion. There 
are no internal services currently running which require ports to be opened. 
The firewall is activated and is currently set to all default settings. There is no 
port forwarding in place. 
 
All VPN protocols are active and one VPN user is set up – ISPpc – presumably 
for remote access IT support reasons. This could be expanded to include the 
capability of Example staff remotely accessing the office. This would be 
especially recommended once the internet/network speed issues are 
addressed and if server recommendations are followed. 
 
There is a Watchguard Firebox firewall located within the server cabinet. This 
was an excellent Enterprise class firewall in its time. However, this appears to 
have been offline for some time. It is off and not plugged in to the network. It 
would be recommended to remove this piece of equipment. 
 
 

6. Wired	Network	
 
The network has a backbone of 78 CAT5e wall ports located across the 3 
floors of the building. The patch panel utilises patch leads mostly consisting of 
CAT5e or better. This means that the network as a whole has the capability to 
run at near gigabit transfer speeds.  
 
The network is patched and managed by an HP Procurve 2824 24 port 10/100 
switch, with 4 gigabit ports. One of these GB ports is connected to a Buffalo 
TeraStation. This means that general network traffic is running at sub-optimal 
speeds. Of the 24 ports in the 10/100 section, it would appear 23 are full, 
although many are not activated. 
 
A ping test on the wired network suggests that this is operating within normal 
parameters. See image below for results. 
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It was noted that several client desktop machines are connected via Wi-Fi 
rather than wired Ethernet networking. We would recommend this be 
switched to wired to take advantage of improved speeds and network 
reliability. 
 
It would be recommended to replace the HP switch with a 48 port Gigabit 
switch to maximise efficiency and provide greater scope for growth. It would 
also be recommended that the network be given a wiring health check to 
ensure that the cabling is operating well. 
 

7. Wireless	Network	
 
The wireless network is controlled by 2 Wireless Access Points. These are 
Buffalo Airstations, providing all ranges of Wi-Fi access speeds. 
 
The first, located on the 1st floor, provides the WIFI SSID “Wan2”. During the 
creation of this document 3 separate devices (MBP, iPad, iPhone) all 
dropped off this network and were unable to reconnect for approximately 5 
minutes.  
 
Once back on, ping tests show incredibly slow and poor transfer speeds. See 
below pic.  
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The 2nd device is located on the 2nd floor and provides the WIFI SSID “Wan1”. 
This is also afflicted with similar speed and reliability issues. Wan1 is mostly 
utilised by Example2 who report near-constant drop-off and issues with line 
speed. A look at the setup of these devices shows that the setup is fairly 
standard, so there is no overt reason for the poor performance.  
 

 
 
 
This would suggest a deeper problem with the configuration or reliability of 
the Airstation devices and should be investigated and rectified as soon as 
possible. An attractive alternative could be to install a high powered Wi-Fi 
access point system to cover the whole building with a single SSID. 
 
It was noted that some users are plugged in to the wired network whilst also 
connected via Airport at the same time. We strongly recommend that users 
connected by Ethernet should turn off Airport to reduce the likelihood of 
network collisions or of the client machine using the Wi-Fi as primary ahead of 
Ethernet. 
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8. Directory	Service	
 
Example use an LDAP based directory service (Open Directory). This is 
currently utilised purely for storing usernames and passwords for server access. 
It is currently fit for purpose. As and when the company grows, the OD can be 
used as the basis for single-sign on for various services. However, it may be 
that if the company scales up significantly, it may need to migrate to an 
Active Directory service. Viewdata will be able to consult and implement this 
as a solution if and when required. 

9. Server/Storage	
 
There is a Buffalo TeraStation 4 drive NAS device installed in the Server 
Cabinet. This has 4 hard disks installed in a RAID 5 format for data redundancy. 
It has an IP address of 192.168.40.95. 
 
This is the main dedicated storage unit on site. However, it would appear to 
be largely unused, with only a select few users ever connected to it. Users 
should be using this network service to store their important company 
documents but this is not happening. The TeraStation is therefore an 
underutilised resource. A summary of the device can be found in the image 
below. 
 
There is an HP Proloiant DL380 Server located in the rack. This unit is on 
standby and looks like legacy equipment that has not been used in some 
time. It’s Lights Out Management is still running, so it is still drawing power. It is 
displaying an error which suggests that the unit would not function if switched 
on. See below: 
 

 
 
It would therefore be advisable to remove this server from the cabinet.  
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Given that the company runs largely on a Mac platform, it would be 
recommended to implement an Apple-based server solution and then 
educate all staff to connect to this resource and store their files there. 
Shortcuts or links can be added to client machines so that the server auto-
mounts when they login, along with desktop and dock icons to remind them 
to use this resource. 
 
A Mac Mini Server would likely be perfect for the current size of the company, 
whilst additional storage can be attached should more storage be required 
for a specific project. 
 
The Buffalo TeraStation can then be utilised as part of a backup plan. 
 

10. Backup	
 
There is no backup strategy or equipment in place currently for any company 
data. This needs to be rectified as a high priority. Currently ‘most’ users save 
work locally to desktops and they may or may not perform a disk backup. This 
puts significant amounts of company data at risk of loss either by component 
failure or in the case of mobile devices, especially freelance, by theft, 
accidental damage or industrial espionage.  
 
It is strongly recommended that a backup strategy be put in place. Current 
trends in industry look to perform an in house disk-to-disk backup, with 
additional backup offsite. The TeraStation could be used for this purpose in 
conjunction with a Mac Server for in house backup, whilst Cloud backup can 
be looked at once issues with the broadband speed are resolved. 
 
The ideal solution would therefore be disk-to-disk-to-cloud. Pic below:  
 

     
 
The advantages of such a system are that its scalable so can grow with the 
business. Its 100% automated with no human interaction, reducing the 
possibility of errors. The solution is utilising pre-existing equipment for crucial 
purposes. The online cloud backup can be accessed anywhere so in the 
event of a disaster, e.g. building fire, the company can continue to operate 
instantly. Accidently deleted data can be retrieved very quickly as well.  
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11. Printing	
 
All staff at both Example and Example2 print to a Konica Minolta Bizhub C451 
colour copier. This is managed by TSM. The printer is connected via wired 
Ethernet to the network and is regularly serviced. 
 
Staff report, that they are happy with the printer and with the Service Provider.  
 

12. Email	
 
Mail is hosted by ISP offsite. This is ideal as it means that the mail is 
automatically backed up and can be accessed anywhere by any device. 
However, it is always worth checking what features and benefits other 
vendors may provide. 
 

13. Clients	
 
Equipment Inventory (Example): 
 

• 2 x Apple iMac 21.5” 
• Asus Barebone Desktop PC & Monitor 

 
All other equipment is owned by users. At the time of writing this included: 
Apple MacBook 13” White (Tom), 3 x PC Laptops (Viv, plus 2 in reception), 
MacBook Pro 15” (Sanne), MacBook 13” Black (Dominic), MacBook Pro 17” 
Aluminium (Thomas) 
 
Equipment Inventory (Example2): 
 

• Apple MacBook Pro 13” 
• Apple MacBook Pro 15” 

 
Building user makeup (both companies): 
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As can be seen from the above lists and Pie chart, most units in the building 
are Apple macs. However, due to the nature of the business, most client 
machines are actually owned by the user and the company operates on a 
Bring Your Own Device (BYOD) format. Therefore any solutions need to take in 
to account the complexities of BYOD – multiple OS’s, different access routes 
to servers internet etc. 
 
 
For the staff iMacs, the following Applications can be found on the Docks: 
 

 

 
 
As can be seen from the above, aside from the standard Apple apps, staff 
utilise several movie production applications as well as Office 2011 and 
Filemaker Pro. PM Pro accesses databases at a remote location (IP 
000.17.0.78) and there do not appear to be any local databases. 
 
Email is accessed via a webmail portal to hosted mailboxes. 
 
The Asus PC is an accounts PC. It sees little use as the user (Viv) uses own 
laptop for the majority of Accounts functions. Sage is the company accounts 
package and is installed on both Viv’s and the Asus PC and Viv keeps most 
company accounts on her laptop. The PC’s also use Office and, like the Macs, 
use webmail for email access. 

14. Client	Software	Audit	
 
Pure client software information goes here. E.g. Adobe CC, 5 seats. Admin 
credentials (if supplied) 
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15. Client	Security	
 
There is no consistent policy in place for either Anti-Virus (AV) nor device 
passwords. Currently if a device is stolen or hacked, not only is the data not 
backed up but potentially company sensitive information could be readily 
available to the thief or hacker. 
 
Therefore AV and secure passwords should be implemented, at the very least 
for company equipment. Auto logins, especially on laptops, should be 
switched off. Once the server is in place, freelancers should not take 
company data offsite but should store it on the server for safekeeping. 

16. Office	Support	
 
Whilst ISP provide a host of services to Example, there is no formal Support 
Agreement in place. It would be advisable to put something in place so that 
if/when faults happen, they are responded to on a fixed SLA response time 
without incurring potentially significant ad-hoc charges. 

17. Remote	Access	
 
How Viewdata and the client have agreed we will remote access their site: 
Note down any and all settings e.g. vpn u & p, WAN IP. Team Viewer codes, 
logmein credentials etc. LAN ip’s. 
 

18. Key	Recommendations	
 
The following recommendations have been placed in order of priority to 
resolve existing areas requiring attention along with approximate costings 
 

• Investigate and resolve WIFI issues – suggest powerful single SSID 
network installed - £650 

• Internet connectivity speed issues should be investigated and solved – 
look at setup of router, reliability of device. Look also at bonded 
broadband - £325 

• Clean up server cabinet - £325 
• Implement Support Agreement for company equipment and services 

£3,800pa 3 year - £10,146 
• Health check the wired network using network specialists - tbc 
• Install replacement UPS - £600 
• Install improved switch to maximise network speeds - £300 
• Install server & backup £3,600* 
• Connect and educate users on the above so that it is used properly 
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• Check other email vendors capability in comparison to ISP 
• Install AV & implement a password policy for company machines 

£1,200pa 
• Given the growth plans highlighted below our recommendation would 

be to install a more powerful solution at a cost of approx. £4,800 to 
cope with the additional workload 

 

19. Business	plan,	IT	plan	and	budgeted	costs	
 
In discussions you have advised us that you have a growth plan of 20% over 
annum over the next over the next 3-5 Years of around 20% per annum. 
 
 
 
 
 
 


